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6
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.Y
Solution #Y: EAP-TTLS

6.Y.1
Introduction

This solution is addressing the requirement from SA1 on having a flexible authentication framework as described in Key Issue #1.1. In support of the EAP authentication framework for NPNs, it is proposed to make EAP-TTLS [Z] normative to be supported, when the NPN has no 3GPP credentials and NPN user authentication is required.

EAP-TLS [X], which is defined in IETF RFC 5216, has been adopted by 3GPP TS 33.501 as a primary authentication and key agreement method for private networks and IoT environment without roaming requirement. EAP-TLS provides mutual authentication between a UE and a home network primarily based on the trust of each other’s certificate. Thus, authentication of UE by the network in EAP-TLS requires subscriber certificates to be issued and managed. 

However, public key infrastructure (PKI) required for managing the lifecycle of subscriber certificates including certificate issuance, renewal, and revocation may not be available in the environment where NPNs are deployed, due to the complexity and cost of creating and maintaining a PKI. In fact, NPN users are often authenticated based on legacy credentials such as user names and passwords. To interoperate with as many such legacy environments as possible, it is essential for 5G NPNs to support non-certificate-based authentication such as user name and password. EAP-TTLS, which is defined in IETF RFC 5281, provides a solution to interwork with legacy credentials using EAP framework. 
6.Y.2
Solution details

NPN and NPN-UEs shall be able to support EAP-TTLS.
EAP-TTLS is a two-stage protocol, with stage 2 being optional. In the first stage, UE and the network establish a secure TLS channel, which can be either one-way authentication, or two-way. In one-way authentication, UE does not possess a certificate, and only the network is authenticated by the UE. In this case, the subscriber will be authenticated in stage 2 using another authentication method.  In two-way authentication, UE possess a certificate which may or may not related to the subscriber, and the stage 2 authentication may or may not be needed.

If a subscriber certificate is available, the subscriber can be authenticated with the certificate, and the stage 2 of EAP-TTLS need not to proceed. In this case, EAP-TTLS is equivalent to EAP-TLS. If the certificate in the UE is not related to the subscriber, such as a device certificate issued by the UE manufacture, it cannot be used to authenticate the subscriber. In this case, the phase 2 authentication shall proceed. The benefit of authenticating a UE based on non-subscriber certificate can be for the purpose of preliminary access control, e.g., only allowing UEs of certain types to access the network. To summarize, in phase one, the network is always authenticated by the UE, but the UE may or may not be authenticated by the network. 

In the second phase, a legacy authentication method, such as MS-CHAP-v2 defined in RFC 2759, can be executed to authenticate the subscriber. In this case, 5GC may interface with a legacy authentication repository using a AAA protocol such as Diameter/RADIUS. Alternatively, the legacy credential repository may be incorporated and adapted into 5GC. Authentication exchanges between UE and EAP-TTLS server in phase 2 are encapsulated using a sequence of Attribute-Value Pairs (AVPs), whose format is consistent with that of Diameter and RADIUS. AVPs are protected with TLS record layer to protect their confidentiality and integrity. 

Key derivation is similar as EAP-TLS in that EMSK is derived by UE and AUSF after phase one. After the phase 2 authentication succeeds, UE starts key derivation from EMSK and AUSF derives K_AUSF from EMSK and forwards it to SEAF to derive anchor key K_SEAF.  
6.Y.3
Evaluation

The solution addresses the generic 22.261 requirement that is further refined as a potential 33.501 requirement in key issue 1.1.
